To our ParkPASS clients:

We are currently experiencing an Internet issue with Internet Explorer users. When users try to access

their accounts on www.ParkPASS.org by clicking on the My Account tab or by clicking on the ADD Button
when they want to register — they are receiving a screen stating that either the webpage cannot be reached or it
may even kick them out of their session.

NOTE: Currently this issue has not shown up with any other browser.

This is due to a Security setting in your computers Internet Options for Internet Explorer. There is a setting

named - - This setting in your computers version of Internet Explorer probably DOES NOT
have a check mark in the checkbox for this setting — thus it is not turned on.

TLS/ Transport Layer Security, when turned on provides an additional level of security for users on the
Internet.

We believe that this issue is causing many of our internet users to be unable to register for courses over the
internet at this time.

Pages 2 and 3 of this document, outlines how to reset this Security setting so that it is turned on and users will
be able to successfully register for and pay for ParkPASS courses on the Internet.


http://www.parkpass.org/

Steps to change the TLS 1.0 setting in Internet Explorer so it will work with www.ParkPASS.org

Clients are receiving an error message or getting kicked out of their internet session when attempting to access
their accounts on our ParkPASS website.

To reset the setting — On the Internet Explorer page

e Click on the Tools button on the upper right hand corner of their Internet Explorer page
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e Receive the Tools menu — Click on the Internet Options option

Delete Browsing History. ..

Pop-up Blocker »
Phishing Filter >
Manage Add-ons 4
Work Offline

Windows Update

Full Screen Fi1
Menu Bar

Toolbars ’

Internet Options

¢ Receive the Internet Options window

e Click on the Advanced Tab in the upper right hand corner of the Internet Options window and receive
the Advanced settings listing

Internet Options

“(Vieneral Security | Privacy | Content | Connections Prog:amsJ Advanced
Settings —L
‘@ Accesibiliy Al

[] always expand ALT text for images

[C] Move system caret with focus/selection changes
[[] Reset text size to medium For new windows and tabs
Reset text size to medium while zooming*
| Reset Zoom level to 100% for new windows and tabs
[=] Browsing
[] Automatically check For Internet Explorer updates
| [[] Close unused folders in Histary and Favorites*®
Disable script debugging {Internet Explorer)
Disable script debugging (Other)
[T] pisplay a notification about every script error
Enable FTP folder view {outside of Internet Explorer)
[V] Enable page transitions D
< | >
*Takes effect after you restart Internet Explorer

Restore advanced settings ]

Reset Internet Explorer settings
Deletes all temporary files, disables browser
add-ons, and resets all the changed settings.

‘ou should only use this if your browser is in an unusable state,

OK ][ Cancel ]
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e Use the scroll bar to scroll down the Advanced settings list to the Security section — Continue to scroll
down until you see the setting for TLS 1.0

| Allow active content from CDs to run on My Computer*
[] allow active content to run in files on My Computer*®
[] allow software to run or install even if the signature is inv.
Check for publisher's certificate revocation
[[] check For server certificate revocation®
Check fFor signatures on downloaded programs
[[] po not save encrypted pages to disk
[] Empty Temporary Internet Files folder when browser is clc
Enable Integrated Windows Authentication™®
Enable native XMLHTTP support
(@ Phishing Filter

(O Disable Phishing Filter

(O Turn off automatic website checking

(%) Turn on automatic website checking ,L
[J usessL2.0
[v] Use ssL 3.0

You will then see the Q setting — it should have a checkmark in the checkbox.

To place a checkmark in the checkbox the client will Click on the box and a check mark will then appear

Use TLS 1.0

They have now turned on the TLS setting.

They can then Click on the Apply button at the bottom right corner of the Internet Options window -
after several seconds the Apply button will be grayed out — they can then Click on the OK button

They should now be able to access their accounts on www.ParkPASS.org

Remind the user that this is not decreasing their internet security - in fact it is increasing their browser
security.

Any questions or concerns can be directed to the ParkPASS staff:

o ParkPASS Helpdesk — 301-495-2580 M-F 10a-2p

e Winne Hersh Office 301-495-2562 M-F 6am — 2:30pm

e Stephen Fancovic Office 301-495-2591 M — F 6:30am — 4pm
Cell: 240-832-1676 Any Time
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